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Terraform Starter Module Kit

Production-ready project structure for AWS

Project Structure

terraf ormproject/
environnent s/

dev/
main. tf # Calls nodul es with dev val ues
vari ables. tf # Variabl e decl arations
terraformtfvars # Dev-specific val ues
backend. t f # S3 state: dev/terraformtfstate
st agi ng/
main.tf / variables.tf / terraformtfvars / backend.tf
pr od/

main.tf / variables.tf / terraformtfvars / backend.tf
nmodul es/
vpc/
main. tf VPC, subnets, NAT, |IGW routes
vari ables. tf # CIDR, AZs, tags

F*

out puts.tf # vpc_id, subnet_ids, sg_ids
ec2/
main. tf # I nstance, ASG |aunch tenplate

vari ables. tf # AM, type, key_nane

outputs.tf # instance_id, public_ip
rds/
main. tf # DB instance, subnet group, parans
variables. tf # Engi ne, size, credentials
outputs.tf # endpoi nt, port
.gitignore
README. nd

Backend Config (backend.tf)

terraform {
backend "s3" {

bucket = "myconpany-terraformstate"
key = "dev/terraformtfstate”
regi on = "ap-sout h-1"

dynanodb_table = "terraforml ocks"

encrypt = true

Best Practices

- One module per resource group (VPC, compute, database)
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- Remote state in S3 + DynamoDB lock - never local

- Separate state per environment - never share

- Pin provider versions with required_providers

- Tag everything: Name, Environment, Team, ManagedBy=terraform
- Run fmt + validate in ClI before plan

- Review plan in PR before apply

- Never apply from local machine in production

- Use moved blocks when renaming resources

- Mark sensitive outputs: sensitive = true

.gitignore

.terraform

* tfstate

*.tfstate. backup

* tfvars # if contains secrets
.terraform | ock. hcl
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